Insert your logo here.

 
SAFE USE OF DIGITAL TECHNOLOGIES AND ONLINE ENVIRONMENTS POLICY
Purpose
The purpose of this policy is to ensure the safe, ethical, and appropriate use of digital technologies and online environments within our service. It reflects our commitment to safeguarding the rights, privacy, and wellbeing of all children, families, and staff in an emerging digital world.
We recognise that digital technologies can be powerful tools for learning, documentation, and communication when used responsibly. However, they also present potential risks, particularly regarding children's safety, image use, data privacy, and digital exposure. This policy outlines clear expectations and procedures to minimise those risks while promoting positive, developmentally appropriate digital experiences.
Scope

This policy applies to all individuals within the service, including educators, staff, children, families, volunteers, students, and visitors. It governs the use of digital technologies and online environments in all aspects of service operation, including the taking, use, and storage of images and videos, the use of digital devices, and access to online platforms. The policy ensures that everyone involved in the care and education of children understands their responsibilities in promoting safe, respectful, and developmentally appropriate use of technology to protect children’s privacy, wellbeing, and rights.
Policy statement
General
1. We recognise that children have the right to privacy and protection from harm in all environments, including digital ones. Our service takes proactive measures to ensure that children are not exposed to inappropriate content, online risks, or unauthorised image use. We promote practices that uphold each child’s personal dignity, including careful handling of digital images and recordings, and always seeking consent before use or sharing.
2. We are committed to identifying and minimising risks associated with capturing and storing images or videos of children, youth, and families. Clear procedures guide how content is taken, used, stored, and deleted to ensure privacy, safety, and compliance with legal and regulatory requirements. Families are informed of these practices and have the right to provide or withdraw consent.
3. Photos and videos of children may be taken to support educational programming, document learning and development, enhance staff training, and occasionally to promote the service through marketing and communication. These purposes are clearly explained to families, and images will only be used with prior written consent. All use respects children’s privacy upholds their dignity and complies with legal and regulatory requirements. Families may update or withdraw their consent at any time. 
Consent 
4. Before capturing, storing, or sharing any image, video, or personal information about a child, the service will obtain clear and written authorisation from the child’s parent or guardian. Families will be provided with details on how the media will be used, stored, and who will have access to it.
5. We carefully record and respect the specific conditions of consent provided by parents. The service strictly adheres to these conditions, ensuring images are only used within the agreed boundaries. Families are informed of their right to review, update, or withdraw consent at any time, and the service promptly applies any changes to consent status.
6. In addition to obtaining parental consent, educators will seek the child’s verbal consent in an age-appropriate way before taking any photos or videos. Children will be informed, using simple language, about why the images or videos are being taken and how they will be used. This practice respects children’s autonomy and supports their understanding and comfort with digital media involvement.
Use of digital devices within the service 
7. To ensure the security, privacy, and appropriate management of digital content, only digital devices owned and authorised by the service are permitted for taking photos, videos, and communicating about children’s learning and experiences.
8. Personal devices, including staff and volunteer’s smartphones, tablets, smart watches, smart glasses, or cameras, are not to be used for the purposes of taking photos, videos, and communicating about children’s learning and experiences under any circumstances. The service is responsible for maintaining, securing, and monitoring all service-owned devices to prevent misuse and to safeguard the integrity of digital documentation. 
9. Personal storage and file transfer media (such as SD cards, USB drives, external hard drives, and cloud storage services) must not be in the possession of any staff while providing education and care or working directly with children. Any exceptions must be for limited and essential purposes, authorised by the approved provider in writing (or through another practicable method if written authorisation is not feasible), and only permitted where such access does not interfere with the active supervision and safety of children.
10. Personal electronic devices may be used or carried for essential purposes unrelated to photographing or filming children, including: 
a) Emergency Communication: In situations such as a lost child, injury to a child or staff member, serious incident, lockdown, or evacuation of the service.
b) Personal Health Needs: For monitoring medical conditions such as heart health or blood sugar levels.
c) Disability Support: Where the device is essential for communication by an educator or staff member with a disability.
d) Family Emergency: For staff managing urgent family matters, such as caring for a critically ill or dying family member.
e) Technology Failure: When service-issued devices are temporarily unavailable or not functioning.
f) Local Emergency Alerts: To receive official government warnings, such as bushfire evacuation notifications.
11. In events that children attending the service are required to utilise electronic devices to support their inclusion (as per the children’s National Disability Insurance Scheme (NDIS) plan), or for other health reasons, the staff must ensure that:
a) Device is not connected to the service’s Wi-Fi.
b) The device’s camera is disabled.
c) Educators must supervise the utilisation of the device closely.
d) The device is only used for the purposes of supporting the child’s NDIS plan.
e) Risks related to the use of the device are documented and managed in accordance with the service’s Risk Management Plan.
f) Service’s Responsible Person, parents and/or carers must sign the device in and out.
12. Staff must report any inappropriate use of electronic device as well as images and/or videos of children promptly as per Western Australia’s Mandatory Reporting Procedure. Examples might include:
a) Images and/or videos of children not related to their participation to an educational curriculum.
b) Images and/or videos of children dressed inappropriately.
c) Images and/or videos of children in positions that could be interpreted as sexual.
d) Images and/or videos of overwhelmed, upset or distressed children.
13. All service devices must remain within the service’s premises at all times, with the exception of the service mobile phone. When the service mobile is taken off-site (e.g. during excursions, emergency evacuations, or other authorised activities), it must be password-protected and kept secure and supervised by a designated staff member at all times. The mobile device must not be left unattended, shared with unauthorised individuals, or used for any purpose unrelated to the care and supervision of children. This ensures the safety of stored data and upholds the privacy and confidentiality of children, families, and the service.
14. Staff are strictly prohibited from sending or sharing images or videos of children via email, text message, social media, or any other digital platform to external parties, including to their own personal accounts or devices. This is to protect the confidentiality, privacy, and safety of children and families, and to ensure compliance with relevant legislation and service policies. Any breach of this directive may result in disciplinary action.
Storage and destruction of images and videos of children
15. All images and videos of children must be stored on secure, service-approved systems (e.g. encrypted, password-protected servers or devices).
16. Access to stored media is restricted to authorised staff only and used solely for approved purposes such as educational documentation or family communication (with consent).
17. Personal devices, email accounts, or cloud storage (e.g. Google Drive, iCloud) must not be used for storing or transferring images or videos of children
18. Images and videos of children must be retained only as long as necessary to meet programming, communication, or legal obligations and once no longer required, it must be permanently deleted using secure deletion methods to prevent recovery.
19. Images and videos of children should be kept only for as long as needed to fulfill programming, communication, or legal requirements, and must be permanently deleted using secure methods to ensure they cannot be recovered once no longer required.
20. Printed copies of images or videos must be shredded or securely destroyed when no longer needed.
21. Baby monitors may be used to support the safe supervision of sleeping children. They must be approved by the service, used only in appropriate areas, and not placed in private spaces such as bathrooms or nappy change areas. Monitors must not record or transmit data beyond the service and must never be connected to personal devices or public networks.
Use of optical surveillance devices
22. CCTV or similar surveillance devices will only be used in accordance with the Surveillance Devices Act 1998 (WA) and other applicable privacy laws, including the Privacy Act 1988, where relevant.
23. Families and staff will be informed of the presence and purpose of surveillance devices.
24. Recorded footage is stored securely and only accessible to authorised personnel.
25. Surveillance will not be used in private areas (e.g. bathrooms, nappy change rooms).
Use of external devices, including external photographers
26. External photographers (including contractors or visiting professionals) must have prior written approval from the Approved Provider or Nominated Supervisor, and consent must be obtained from families before any images or videos of children are taken. All photographers must comply with the service’s privacy, child protection, and image use policies. Images and videos must be securely deleted or destroyed once the agreed purpose has been fulfilled and copies have been provided to the service.
27. During special events, families and carers are not allowed to take photos and videos of the children within the service premises. A staff member will be allocated to take the photos and videos and it will be shared with families in accordance with this policy.
Legislative Requirements 

	Section 16A
	Child Protection Training

	Regulation 165
	Offence to inadequately supervise children

	Regulation 167
	Offence relating to protection law

	Regulation 84
	Awareness of child protection law

	Regulation 115
	Premises designed to facilitate supervision

	Regulation 122
	Educators must be working directly with children to be included in ratios

	Regulation 123
	Educator to child ratios – centre-based services

	Regulation 165
	Record of visitors

	Regulation 166
	Children not to be alone with visitors

	Regulation 168
	Education and care services must have policies and procedures

	Regulation 170
	Policies and procedures to be followed

	Regulation 171
	Policies and procedures to be kept available

	Regulation 172
	Notification of change to policies or procedures

	Regulation 175
	Prescribed information to be notified to Regulatory Authority

	Regulation 176
	Time to notify certain information to Regulatory Authority

	Regulation 181
	Confidentiality of records kept by approved provider

	Regulation 183
	Storage of records and other documents
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Education and Care Services National Law (WA) Act 2012
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